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Abstract—As we edge closer to the broad implementation of in-
telligent transportation systems, the need to extend the perceptual
bounds of sensor-equipped vehicles beyond the individual vehicle
is more pressing than ever. Research and standardization efforts
toward V2X, or vehicle to everything, technology is intended to
enable the communication of individual vehicles with both one
another and supporting road infrastructure. The topic has drawn
interest from a large number of stakeholders, from governmental
authorities to automotive manufacturers and mobile network
operators. With interest sourced from many disparate parties
and a wealth of research on a large number of topics, trying to
grasp the bigger picture of V2X development can be a daunting
task. In this tutorial survey, to the best of our knowledge, we
collate research across a number of topics in V2X, from historical
developments to standardization activities and a high-level view
of research in a number of important fields. In so doing we hope
to provide a useful reference for the state of V2X research and
development for newcomers and veterans alike.
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I. INTRODUCTION

Today we stand closer than ever to ubiquitous vehicle-to-
everything communication. Projected benefits, like a drastic
decrease in traffic-related fatalities, reduced logistical costs for
operating vehicular fleets, and the introduction of a variety of
new business models, have attracted attention from a number of
different perspectives (see e.g. [1][2][3][4][5]). From national
governments and large industry players to consumer-level de-
mand, interest in cooperative intelligent transportation systems
(C-ITS) has emerged from a number of different stakeholders.

The first generations of sensor-assisted vehicles are already
taking to the streets and being iterated upon. Though these
vehicles can handle an increasing number of road scenarios,
the need to extend perceptual bounds beyond the scope of the
individual vehicle has become increasingly apparent. Research
regarding C-ITS communications has been under way for
some time, aimed at supporting applications ranging from fully
autonomous vehicle operation and essential road-safety support
to traffic flow optimization and in-car delivery of infotainment
services. In order to realize these goals, the coordination of a
number of different entities and support for a number of modes
of communication is necessary. Figure 1 illustrates some
commonly identified forms of ITS communication, including
vehicle to vehicle (V2V), vehicle to infrastructure (V2I),
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Fig. 1.

A simple illustration of V2X communications

and vehicle to network (V2N) communications, collectively
referred to as vehicle to everything (V2X).

Drawing upon research in the field of mobile ad-hoc net-
works (MANETS), vehicular ad-hoc networks, or VANETS,
have been the focus of much of the research into supporting
V2X communications. Most discussions of VANET commu-
nications envision the use of dedicated short-range communi-
cations (DSRC), supported by the IEEE 802.11p standard [6].
This standard for wireless communication is supplemented by
the IEEE 1609 family of standards [7], including definitions of
the architecture, management structure, security, and physical
access for wireless vehicular networks, referred to collectively
as WAVE (Wireless Access in Vehicular Environments). Com-
prising communication between on-vehicle wireless transmit-
ters referred to as on-board units (OBUs) and infrastructural
road-side units (RSUs), DSRC-based communication provides
a number of benefits for V2X applications, including low end-
to-end latency, flexible organization due to a lack of centralized
control, and relatively low cost [8]. But it is also beset by a
number of issues, including service degradation in congested
scenarios [9], security problems [10][11], and difficulty coping
with compromised line of sight [12]. Though some of these
concerns may be alleviated by a robust infrastructure of
RSUs, it is as of yet unclear who will be responsible for
the costs associated with their construction and maintenance
[13], and by when and to what extent such infrastructure will
be deployed. Nonetheless, DSRC is the longest considered
candidate for V2X, and has been proposed as a mandated
standard by the US Department of Transportation (USDOT)
[8], as well as the subject of intensive standardization effort by
the European Telecommunications Standards Institute (ETSI),
the European Committee for Standardization (CEN) [14], and
the Association of Radio Industries and Businesses (ARIB)
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[15], among others.

Another candidate access technology for V2X is the mobile
cellular network, a proposition often referred to as Cellular
V2X (C-V2X). The ’'mobile cellular network’ here can be
taken as referring to both current LTE technology (encom-
passing both LTE and LTE-Advanced [16]) and potential
future 5G developments, as well as older standards. Compared
to DSRC, these technologies offer a number of advantages,
including a much larger coverage area, pre-existing infras-
tructure, deterministic security and QoS guarantees, as well
more robust scalability. But such advantages, many a result
of a centralized architecture, come at the cost of end-to-
end latency, dependence on connectivity with infrastructure,
and a higher price for network usage. Particularly for V2X
applications as time-sensitive as pre-crash sensing or coop-
erative platooning, latency-inducing overhead poses a major
obstacle to the consideration of C-V2X as a viable alternative
to DSRC. However, research and development efforts toward
increasing the capabilities of the continue, and development of
commercial technology like side-link device-to-device (D2D)
communications and service-specific network slicing are well
under way. Though the commercial mobile network does
not yet support the peer-to-peer communications which have
been the basis of V2X standardization, standardization of the
technology is mature, and implementation in the near term is
feasible.

Beyond these two most major candidates for V2X com-
munications, several other technologies, including Bluetooth,
satellite radio, and visible light communications have been
considered for use for V2X applications. While each of these
technologies has features which make it potentially promising,
each also has some unavoidable limitations, as covered in sec-
tion III-D, below. An additional option is a heterogeneous net-
work solution, combining the features of DSRC and LTE/5SG
in such a way as to draw upon their respective benefits while
ameliorating their drawbacks. Simulation studies have shown
significant performance increases across a number of network
performance indicators when using heterogeneous solutions
[17]1[18][19][20], but obstacles to standardization and cost con-
siderations may limit their development and implementation
[21]. It does not seem likely, as of this writing, that either the
exclusive use of a cellular network or a heterogeneous solution
will be the initial solution deployed for V2X communications,
but be adopted gradually as V2X and cellular technology
continues to advance.

A number of surveys have been written on the topic of
C-ITS and VANETSs, from both a general perspective and
those more specifically focused on particular parts of the
vehicular network. Following are a number of surveys that
have been particularly valuable in grasping the past and present
state of V2X research. The authors of [22], [23], and [24]
provide general overviews of C-ITS, including contemporary
information about the history, protocols involved with, ap-
plications of, and challenges to V2X based on DSRC. The
surveys in [25] and [26] provide a robust overview of the
breadth of wireless access technologies which could potentially
be used to enable VANET communication. The survey in
[21] examines the applicability of the LTE network to the

C-ITS use case, with particular attention to the delivery of
different message types and floating car data, as well as
analyzing several preliminary studies on the topic. Alsabaan et
al. in [27] consider the potential of green VANETS, collating
information on environmentally relevant topics like potential
fuel savings from cooperation both with other vehicles and
with infrastructural nodes. In [28], research on the application
of clustering (the aggregation of nearby vehicles into distinct
clusters, wherein one vehicle manages communication with
other clusters, and communications are otherwise kept between
only other in-cluster vehicles) to improving VANET perfor-
mance is examined, accompanied by a thorough accounting
of a large number of potential solutions. The authors of
[29] consider preliminary research toward the implementation
of vehicular cloud computing, a potentially rewarding field
of research involving the use of the large amount of idle
computational and storage resources which may be available
by a C-ITS system. Recognizing the relative strengths and
weaknesses of both IEEE 802.11p and LTE, [30] provides an
excellent overview of the advantages of and research efforts
toward the implementation of vehicular networks making use
of multiple radio technologies. The authors of [31], [32], and
[33] tackle issues of security and privacy, ranging from the
potential identification and tracking of particular vehicles to
the fabrication and jamming of actual message traffic, as well
as the potential threat of vehicular malware and vehicular
bot-nets. DSRC-related MAC protocols are covered in great
detail in [34] and [35], covering both weaknesses of current
standards and potential alternative schemes. Attalah et al. in
[36] review issues in the physical and MAC layers of VANET
communication, as well as research into the applications of
technology like cognitive radio for coordinating the use of
unlicensed spectrum. Vahdat-Nejad et al. in [37] present a
comprehensive taxonomy of current and past C-ITS projects,
the information they each consider, and a general overview
of the components involved in each implementation. Though
millimeter-wave (mmWave) based communications (wireless
communications employing frequencies between 30 and 300
GHz) are still very much in the research and development
phase, [38] gives a very detailed reckoning of the poten-
tial applicability, and related challenges of, servicing V2X
communications via mmWave-based technology. Finally, [39]
provides an exhaustive meta-survey of VANET surveys circa
2015, as well as a detailed general overview of C-ITS systems.

This survey distinguishes itself from those above in two key
ways. First, we set out to review the applicability for V2X
communications of not just IEEE 802.11p and LTE, which
have been compared frequently (see e.g. [40] and [9]), but also
more recent advances in the mobile network including LTE-
A and potential 5G access technologies. Further, rather than
being a deep-dive into any one particular research topic, it is
written to help give those new to the topic a general overview
current research challenges across a number of potential C-ITS
access technologies.

To that end, this article is intended to accomplish three
main goals. The first is to impart upon the reader a general
understanding of C-ITS, its history, and the goals which it is
intended to accomplish. A table of the abbreviations used in
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this paper, which can be somewhat overwhelming for those
new to the topic, can be found in I. The second is, to the best
of the authors knowledge, survey the current state of research
into V2X communication, with an eye towards the relative
benefits and drawbacks of DSRC-based and mobile cellular
network-based technologies. The third is to identify and collate
a number of active research challenges, as well as candidate
research directions. Through so doing, we hope to bring
together research in a number of disparate but closely related
fields, in order to contribute to a better overall understanding
of where V2X research now stands and where it may yet go.

II. V2X: AN OVERVIEW

V2X, short for Vehicle to Everything communication, is
a specific case of ITS, dealing with wireless communication
and coordination between vehicles and their environment. At
the most fundamental level, ITS comprise networked systems
intended to provide human consumers with safer and more ef-
ficient transportation-related services. Though sometimes used
interchangeably with connected cars or V2X, ITS does not
consist solely of overland road vehicles, also encompassing
a number of other vehicular systems from aviation to rail
networks and maritime transportation. The applications which
fall under the umbrella of ITS are similarly varied, including
wireless communication between vehicles, infrastructure-based
coordination, on-board operational assistance and simple warn-
ing notification systems.

V2X can be taken in this paper to refer specifically to
communication between overland road vehicles and other
concerned entities, be they pedestrians, infrastructure, or other
vehicles. As typically envisioned, this communication occurs
in the context of a dynamically changing VANET, forming
connections with new nodes as they come within commu-
nication range, and severing connections with old nodes as
they leave it. This ad-hoc network is supported by stationary
infrastructural nodes, which serve functions like collating and
distributing data, helping orchestrate traffic across a large
area, and providing other services which are not feasible to
provide through transient V2V connections. Participants in a
VANET communicate by way of a wireless transmitter carried
on-board, referred to as an OBU, sending messages to and
receiving them from other OBU-equipped entities and special
stationary RSUs. By leveraging low-latency communications
and information sharing, V2X technologies aim to help drivers
of today and the autonomous systems of tomorrow coordinate
more economically, efficiently, and safely.

A. A Brief History of Connected Cars

Though work towards semi-autonomous modern V2X ap-
plications has been confined mostly to the last two decades,
the idea of wirelessly connected vehicles has been around
for much longer [41]. Indeed, as early as the 1926, Harry
Flurscheim filed a United States patent claim for a Radio
Warning Systems for Use on Vehicles, heralding an interest
in cooperative communication between cars via radio [42].
Though at the time radios required a higher voltage than was
feasible to provide in contemporary vehicles, general purpose

TABLE 1. A LIST OF ABBREVIATIONS USED IN THIS PAPER

3GPP 3rd Generation Partnership Project
ARIB Association of Radio Industries and Businesses
BSM Basic Safety Message
BSS Basic Service Set
CALM Communications Access for Land Mobiles
CAM Cooperative Awareness Message
CBR Channel Busy Rate
CCH Control Channel
CEN European Committee for Standardization
C-ITS Cooperative Intelligent Transportation Systems
CRL Certificate Revocation List
CSMA/CA Carrier Sense Multiple Access with Collision Avoidance
C-v2X Cellular Vehicle to Everything Communications
D2D Device to Device Communication
DAV Detect and Vacate (for inter-operation of Wi-Fi and DSRC)
DCC Decentralized Congestion Control
DENM Decentralized Environmental Notification Message
DSRC Dedicated Short-Range Communication
eMBMS evolved Multimedia Broadcast Multicast Service
EPC Evolved Packet Core
ETC Electronic Toll Collection
ETSI European Telecommunications Standards Institute
E-UTRAN Evolved Universal Terrestrial Radio Access Network
GNSS Global Navigation Satellite System
GPS Global Positioning System
IEEE Institute of Electrical and Electronics Engineers
1SO International Standards Organization
ITS-AID ITS Application Identifier
ITS-S Intelligent Transportation Systems
KPI Key Performance Indicator
LIMERIC Linear Message Rate Integrated Control
LOS Line of sight
LTE Long Term Evolution
LTE-A LTE-Advanced
MA Misbehavior Authority
MAC Media Access Control
MANET Mobile Ad-Hoc Network
MEC Mobile Edge Computing

Mobile and Wireless Communications Enablers for Twenty-
METIS . .

Twenty Information Society
MIMO Multiple Input, Multiple Output
mmWave Millimeter Wave communications
NFV Network Functions Virtualization
NGMN Next Generation Mobile Networks
OBU On Board Unit
PER Packet Error Rate
PKI Public Key Infrastructure
ProSe Proximity Services
QPSK Quadrature Phase Shift Keying
RACH Random Access Channel
RACS Road/Automobile Communication System
RSU Road-Side Unit
SAE Society of Automotive Engineers
SCH Service Channel
SCMS Security Credential Management System
SDN Software Defined Networking
SSp Service Specific Permissions
TCMA Tiered Contention Multiple Access
UE User Equipment
U-NII Unlicensed National Information Infrastructure
USDOT United States Department of Transportation
UTC Coordinated Universal Time
V2I Vehicle to Infrastructure Communication
V2N Vehicle to Network Communication
v2v Vehicle to Vehicle Communication
V2X Vehicle to Everything Communication
VANET Vehicular Ad-Hoc Network
VM Virtual Machine
VPKI Vehicular Private Key Infrastructure
WAVE Wireless Access in Vehicular Environments
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car-fitted radios were available as early as 1933, and had
become a standard feature by the early 1940s.

While developments toward bi-directional vehicular commu-
nication were largely yet to come, unidirectional radio broad-
cast became ubiquitous over the following decades. The first
standardized communication protocol for conveying digital in-
formation to vehicles via radio broadcast arose in 1984, called
the Radio Data System [43], but vehicles still remained passive
receivers of information broadcast from a centralized source.
Among the variety of services offered via radio, including the
radio dramas, music, and talk shows we today might classify
as infotainment, traffic advisories and other radio-broadcast
warnings sourced from public infrastructure also sought to
provide some of the same safety-related benefits we continue
to pursue today.

FM- and AM-based radio broadcast technologies left ve-
hicles in the role of the receiver, passively listening for
information from infrastructural sources. But serious efforts
toward rudimentary bi-directional communication were already
under way. RFID, a technology whose roots can be traced
back to the identification of friendly fighter-planes in the
second World War [44], was first used in tolling systems in
the 1980s, allowing vehicles passing by stationary beacons
to communicate their identity to infrastructural nodes [41],
facilitating payment processing and automatic access control.
In 1989, scientists in Japan proposed what they referred to as
the Road/Automobile Communication Systems (RACS) [45].
Despite being limited to communication between vehicles and
stationary road-side transmitters and relatively short-range,
similarities between RACS and DSRC are notable, intended as
it was to offer navigation assistance, information-distribution
services and as two-way communication services [46].

A number of early efforts toward inter-vehicle communi-
cation were made in the following years. In 1991 and 1992
respectively, CEN and the International Standards Organization
(ISO) set up technical committees concerned specifically with
ITS, defining an architecture and infrastructure for general
ITS communications systems [47]. The first major steps to-
ward the implementation of VANETs were taken as several
standardization bodies, including SAE in the US, CEN and
ETSI in Europe, ARIB in Japan, and ISO pursued standard-
ization of what they called dedicated short-range communi-
cations. Some details of the standards vary, particularly the
channelization of the various spectrum allocations, but, in
general, DSRC is intended to provide line-of sight or near
line-of-sight communications between vehicular peers as well
as nearby infrastructural nodes. This simplified peer-to-peer
view of vehicular networking was revolutionary, as was the
separation of application and network concerns, allowing for a
more straightforward standardization of ITS communications
systems. Many standards organizations have also pursued a
broader standardization of ITS, such as ISO with its Commu-
nications Access for Land Mobiles (CALM) architecture [47],
or IEEE with its WAVE architecture [48], describing a set of
normative requirements for ITS communications beyond the
lowest network layers.

Over the following decade, as standards developed in the
aforementioned standards bodies, a variety of real-world im-

4
TABLE II. MAJOR MILESTONES IN V2X DEVELOPMENT
Year Milestone
1926 First radio-related patent for a traffic safety system.
1933 First car-fitted radio availability.
1984 The standardization of the Radio Data System, for digital
transmission of important road information for motorists.
Japanese scientists propose the road/automobile communica-
1989 tion system (RACS) for navigation assistance and information
distribution.
CEN (Followed by ISO in 1992) establishes the first technical
1991 . .
committee concerned with ITS.
1999 The US allgcates 75 MHz of spect.rum in the 5.9 GHz band
to ITS-specific DSRC communications.
2004 Work begins on the IEEE 802.11p standard 2006 IEEE begins
work on the related IEEE 1609 family of standards.
70 MHz of spectrum are allocated by ETSI 2012 Work is
2008 finished on the IEE 802.11p standard, and it is officially
incorporated into IEEE 802.11.
USDOT proposes rule-making, potentially mandating DSRC
2016
roll-out by 2021.

plementations and trials were conducted, largely concerning
the provision of driver-assist warning services. Utilizing com-
munications based on the well-developed IEEE 802.11p stan-
dard (part of the same IEEE 802.11 family of technologies as
Wi-Fi), coupled with the IEEE 1609-based WAVE architecture,
DSRC promised to deliver what many had long been hoping
for: a world of pervasive inter-vehicle communication.

While much of the global progress toward V2X was inter-
nationally coordinated, the conflict between openly developed
international standards and proprietary protocols has persisted,
and slightly different communications protocols have emerged
in different regions, as exemplified by the adoption of the
Cooperative Awareness Message and Decentralized Environ-
mental Notification Message in the EU and the Basic Safety
message in the US. Nonetheless, research into DSRC-based
communication continues, and initial roll-outs of rudimentary
DSRC systems have already begun. Toyota released its first
inter-vehicle communication-enabled vehicles (operating on
the 760 MHz band) in 2015 [49], and GM plans to soon follow
suit with its first DSRC-enabled vehicles in 2017 [50]. Looking
ahead, the United States Department of Transportation released
a plan which could potentially mandate the partial roll-out of
DSRC-enabled vehicles starting as early as 2021, with all cars
manufactured for use in the US required to comply by 2024
[8].

As the DSRC standard has undergone a long evolution
from concept to prototype, other wireless technologies have
advanced significantly. Of particular relevance to the V2X use
case are the advances made in both the mobile cellular network
and the rapid expansion of the Wi-Fi industry.

Mobile networks available around the start of the DSRC
standardization process were insufficient to support the strin-
gent requirements necessary for V2X communication. How-
ever, much has changed in the last two decades. With the
advent of the Evolved Universal Terrestrial Radio Access Net-
work (E-UTRAN), also known as LTE [16], cellular networks
with high throughput for both uplink and downlink traffic, low
latency, and high reliability have become widely available.
While the LTE and LTE-Advanced networks still do not
support the ultra-low latency and ultra-high reliability required
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by the most demanding V2X applications, such an advance
of capabilities is expected with the forthcoming 5G network.
Unlike the DSRC case, which assumes the future construction
of an enormous network of supporting infrastructure, LTEs
infrastructure is already widespread, supporting traffic between
the enormous number of users of the lately ubiquitous smart
phone, among other cellular devices. Many on-board vehicu-
lar services already support cellular network access through
3G and LTE through an on-board unit typically referred to
as a telematics system, which also covers other long-range
communications technologies, like GPS. These systems are
used today for applications including navigation assistance,
fleet management, and infotainment.

However, the traffic load already being handled by mobile
operators networks as well as an inherently centralized archi-
tecture pose a significant hurdle for the adoption of LTE as
a V2X technology. Indeed, as will be explored later in this
paper, it seems unlikely that the LTE network as it exists
in 2017 could support the full range of V2X applications.
In particular, tests have found LTE to fall critically short
of the latency guarantees necessary for certain time-critical
applications like pre-sense crash handling and cooperative
platooning. But development across a number of components
of the mobile network, often grouped under the somewhat
ambiguous umbrella 5G, hold much promise for overcoming
many of the shortcomings of LTE.

The 3GPP standardization body, in charge of the standards
for 3G, LTE, and other future mobile network developments,
has released a dedicated set of criteria for supporting V2X
applications in future cellular networks [51], with specific
reference to frequently cited requirements like sub 100 ms
latency and 10Hz message frequency. Similarly, the METIS
(an acronym for the somewhat unwieldy Mobile and wireless
communications Enablers for the Twenty-twenty Information
Society) project, part of a partnership between a large number
of cellular industry players, has specifically targeted support
for the V2X use case, aiming for end-to-end latency as low
as 5Sms for messages falling into the traffic efficiency and
safety categories [52]. Though much of the 5G technology
necessary to enable this performance remains in the research
and prototype stages, mobile network operators and vendors
of related technology have shown a strong intention to meet
the constraints of the V2X use case by the year 2020.

At the same time, an explosion of consumer demand for Wi-
Fi technologies, particularly faster, greater bandwidth variants
like those using the 802.11n and 802.11ac standards, has re-
sulted in significant regulatory pressure to open more spectrum
for the use of unlicensed wireless technologies in both the
US and Europe. Such pressures have resulted in proposals to
share spectrum between U-NII (Unlicensed National Informa-
tion Infrastructure) and other currently licensed technologies,
including DSRC. The particular point of contention is the 5.9
GHz band (5.850-5.925 GHz in the US case, 5.855-5.925 GHz
in the European case), currently allocated exclusively for use
by vehicular applications, the sharing of which would allow
Wi-Fi technologies to leverage additional high-throughput 80
MHz and 160 MHz channels. Of especial interest to Wi-Fi
stakeholders is that favourable spectrum sharing overlapping

Fig. 2. Cooperative Driving use case example: Platooning

with the DSRC spectrum would allow for significant gains
when compared to the relatively restrictive sharing allowed
with radar systems in the 5.250 GHz - 5.750 GHz band.
Sharing within that band requires implementation of Dynamic
Frequency Selection (DFS), involving among other things, a
30 minute back off period upon detection of channel use
by licensed applications [53]. While proponents of DSRC
assert that prevention of interference with safety-critical V2X
applications should be paramount, many critics claim under-
utilization to-date of the 75 MHz band by actual V2X appli-
cations is stifling wireless innovation.

In order to address these concerns, a team of technical
experts, consisting of members from both the Wi-Fi and au-
tomotive industries determined that the most promising means
of implementing spectrum sharing was the Detect and Vacate
(DAV) protocol. Though not as restrictive as DFS, DAV is
similar in requiring Wi-Fi technologies making use of the
DSRC band first ensure that the desired channel is clear before
use, enforcing a back off period in the event such traffic is
detected [54]. Though auto-makers have committed to carrying
out testing on the feasibility of DAV, the regulatory dispute has,
as of this writing, not yet been settled. Wi-Fi stakeholders are
continuing to pursue a variety of means of freeing the DSRC
spectrum for use by unlicensed applications, including the Wi-
Fi Innovation Act resolution introduced in the US House of
Representatives, the passage of which would require opening
the spectrum through legislative means [55].

B. V2X Applications and Requirements

V2X applications cover a wide variety of potential consumer
needs and business models. In order to reason more effectively
about the fulfillment of application requirements, it is common
to group potential use-cases together by their purpose and
minimum requirements. Accordingly, applications for V2X are
often classified into one of four major categories:

1) Infotainment: Infotainment (a portmanteau of informa-
tion and entertainment rather than an obscure typographical
error) comprises a number of services intended to provide
general, typically non-driving related, informative or enter-
taining services to drivers and passengers. These services
include things like general media transfer, instant messaging
between vehicle passengers, and the delivery of geo-specific
advertisements. A dashboard embedded system for streaming
internet video is one example of an infotainment service,
an embedded point of service for a car rental service being
another. Infotainment services are characterized by relatively
low minimum latency requirements (latency on the order of
500 - 1000 ms, minimum transmission frequency on the order
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TABLE III. HIGH LEVEL OVERVIEW OF V2X USE CASES AND THEIR REQUIREMENTS
Category Use Case Examples Latency Throughput Communication Frequency
Infotainment Video Streaming, Music 500-1000 ms 80 Mbps 1 Hz
Traffic Efficiency Navigation System, Stationary Vehicle Warning 100-500 ms 10-45 Mbps 1 Hz
Traffic Safety Pre-sense crash warning, Vulnerable Road User Warning 20-100 ms 0.5-700 Mbps 10Hz
Cooperative Driving | Cooperative Adaptive Cruise Control, Cooperative Overtake 2-10 ms 5 Mbps 10Hz

of 1 Hz) and throughput comparable to conventional mobile
broadband services, up to around 80 Mbps [56][57].

2) Traffic Efficiency: The traffic efficiency category covers
a broad range of applications intended to optimize the flow
of road traffic. The term ’traffic efficiency’ here should not be
interpreted as over-the-air efficiency of data transfer, but the the
efficiency of vehicular traffic over a network of roads. This can
mean anything from system-level coordination of intersection
timing and route planning to environmentally friendly coordi-
nation of engine use (in the case of hybrid vehicles) and the ex-
change of floating car data, which includes general information
about geographical location, road conditions, car speed, and
congestion. An on-board GPS which automatically reroutes
based on traffic conditions might be one concrete example of a
traffic efficiency application with relatively loose requirements.
Some over-the-road traffic efficiency applications may require
low-latency, robust network connections, but others should be
able to degrade gracefully in the presence of network trouble,
and requirements tend to fall somewhere between the traffic
safety and infotainment categories (as defined in [56]), with
moderate latency and throughput requirements.

3) Traffic Safety: Traffic safety applications are aimed at
reducing the frequency and severity of vehicle collisions, prop-
erty damage, and human casualties. This includes applications
concerned with critical decision making, like coping with
abnormal vehicular behaviour, protection of vulnerable road
users like cyclists and pedestrians, and making allowances for
the passage of emergency vehicles. The most oft-cited and
perhaps the most important potential use of V2X, particularly
as concerns regulatory bodies, traffic safety applications are
characterized by their very strict requirements in terms of
round trip latency, broadcast frequency, and packet error rate.
Pre-sense crash warning, which involves the detection of an
unavoidable crash and the coordination of crash mitigation
among one or more vehicles, is the application in this category
with the most stringent requirements. As defined by ETSI,
pre-sense crash warnings require minimum round-trip latency
of 50ms with 10Hz broadcast frequency [56], while the US
Department of Transportation defines the minimum allowable
latency as 20ms [58]. While many modern implementations of
traffic safety systems rely on on-board recognition systems and
thus do not require an overwhelming amount of throughput to
function, future applications relying on remote processing for
real-time event handling may require orders of magnitude more
bandwidth, further increasing the need for a network capable
of robust, extremely high-throughput data transmission. For
instance, some research suggests that the physical transmission
of data necessary to support certain traffic safety services,
like road sign and obstacle recognition, could require up to
700 Mbps of throughput between nodes in the VANET[59].

Consequently, depending on the traffic safety services which
are ultimately supported, requirements for throughput may
vary significantly, as reflected in Table III.

4) Cooperative Driving: Among the applications considered
by this paper, some (adaptive cruise control, cooperative pla-
tooning, etc.) are sometimes counted as part of traffic safety,
above, and sometimes as a distinct fourth category: cooperative
autonomous driving (see e.g. [60]). Though the case could
be made that the requirements for these services are similar
enough to traffic safety to merit inclusion in that category,
because their requirements are particularly stringent and their
applications uniquely suited to autonomous vehicle opera-
tion, we choose here to treat them separately. Co-operative
platooning (the very tight packing of a group of vehicles
travelling in the same direction in a lane, see 2), sometimes
also captured under the label of Cooperative Adaptive Cruise
Control (CACC), is a cooperative driving application with very
strict requirements in terms of communication latency and
frequency. Supporting cooperative driving services requires
throughput on the order of 5 Mbps and latency as low as 2-10
ms [57][61].

A general accounting of use cases classified as above can be
found in Table III. More detailed information about minimum
requirements by service can be found in e.g. [56], [57] and
[58].

C. CAM, DENM, and BSM: V2X Message Types

While much of the technology involved in V2X commu-
nication has been well-coordinated internationally, a number
of regional differences have arisen. One of the most pointed
difference between the US and EU V2X standards are the mes-
sage sets defined for communication between vehicles. More
concretely, the EU has defined two separate classes of message
for vehicle safety applications: the Cooperative Awareness
Message and the Decentralized Environmental Notification
Message (CAM and DENM, respectively), which each serve
a separate, specific purpose. In contrast, in the United States,
the Society of Automotive Engineers (SAE) has defined one
major class of message for V2V safety applications, the Basic
Safety Message (BSM) [62]. There are also additional message
classes in each region, defined for particular activities like
traffic light coordination (SPAT), road sign signalling (IVI),
and awareness of vulnerable road users (PSM), but we limit
our scope here to describing the most essential message sets
for inter-vehicle coordination. Following is a brief overview
of the features of each message class, though those interested
in more detail are advised to reference the CAM [63], DENM
[64], or DSRC message set [65] (see also: [62]) standards.

1) Cooperative Awareness Message: The cooperative aware-
ness message, CAM, is the message format standardized by
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ETSI for the regular broadcast of real-time vehicle data. This
data includes information about vehicle heading, position,
general information about the vehicle itself, as well as data
collected from vehicle sensors, and is sent at a rate between 1
and 10 Hz, as defined in the ETSI standard. Through broadcast
and reception of CAM messages, vehicles are able to keep
track of their immediate environment, as well as receive infor-
mation about possible, but not urgent, road hazards. Though it
is specifically intended for safety, the information transmitted
in the CAM is also potentially usable with non-safety related
applications. Vehicle position and movement data would be
essential for many traffic optimization solutions, for example.

One of the major issues with CAM distribution is the
frequency at which a vehicle broadcasts beacons. Though
CAM broadcast frequency defaults to 1 Hz, the broadcast
rate is adjusted based on a number of criteria. This includes
changes in car heading, speed, and location (a change of
heading more than 4 degrees, a change in speed of more than
0.5 m/s, or a change in position exceeding 4m). The default
transmission rate for CAMs is defined in the ETSI standard
as 1Hz, though one can easily see that for a car travelling
at highway speeds (e.g. around 100 km/h or 27.8 m/s), the
vehicle will exceed the 4m change of position threshold very
frequently, resulting in a de-facto transmission rate of closer
to 6 or 7 Hz.

To ameliorate the effects of such frequent broadcasting on
potential channel congestion, broadcast rate is additionally
bounded an interval set by the Decentralized Congestion
Control (DCC) function, described in [66]. DCC adjusts
broadcast frequency based on occupancy of one of three
states (RELAXED, ACTIVE, and RESTRICTIVE), imposing
increasingly severe limits on maximum broadcast rate (as well
as transmission power and data rate) as congestion increases.
State transitions are the result of a measurement of channel
busy rate (CBR), with greater detected congestion resulting
in more restrictive states. In practice, this means that vehicles
in congested areas will broadcast with significantly less fre-
quency, decreasing congestion and allowing more vehicles to
communicate.

In order to guarantee trusted message origins, CAM mes-
sages include a public key infrastructure (PKI) based certificate
system, described in [67]. The security certificate attached to
each CAM also includes an application identifier (ITSAID) and
service specific permissions (SSP), which identify the appli-
cation in use and the specific permissions of the broadcasting
node, respectively. This system is in place to ensure that, for
example, only verified emergency services vehicles are able to
use certain functions of emergency service related applications;
it stops clever, morally-flexible civilian vehicles from clearing
the roadway for a faster commute.

D. Decentralized Environment Notification Message

The Decentralized Environment Notification Message, as
defined by ETSI, is the event-driven counterpart to the CAM,
carrying information about sudden or catastrophic road events
like imminent collisions, abnormal vehicle operation, or detec-
tion of hazardous conditions. Unlike the CAM, the DENM is

not broadcast on a regular basis, and so is not subject to many
of the same mechanisms regulating message transmission,
though it is also regulated by DCC. DENMs can be forwarded
between vehicles upon receipt, allowing for the percolation of
event-based information beyond the immediate neighbourhood
of the originating entity. Support for this multi-hop forwarding
somewhat complicates the process, as it must be ensured
that the most up-to-date messages are the ones which are
passed onwards, in the event of receipt of multiple DENMs
regarding the same event. As an event-based message class,
circumstances requiring the transmission of a DENM are not
included in the DENM standard; it is left to the application
layer to determine when and how to transmit it. One example
of when a DENM might be utilized is in the event of the
discovery of a collision blocking the movement of traffic along
a particular roadway: the vehicle which first discovers the
blockage would transmit a DENM including details about the
location and passability, and this message would be passed to
nearby vehicles within a relatively large area. Because such
a road hazard would be likely to change in the near-term,
the information in the message may quickly become stale. In
addition to the simple broadcast of a DENM, members of a
VANET can also update, cancel, or negate DENMs based on
the context as judged by the application and the transmitting
vehicle. DENMs make use of a certificate system very similar
to that used by the CAM.

E. Basic Safety Message

Only one of many message formats described in the SAE
J2735 DSRC message set standard [65], the Basic Safety
Message has the fundamental role of supporting all types
of V2X safety applications. Like ETSI’s CAM, the BSM is
broadcast with a predetermined frequency, and like the CAM,
part I of the BSM contains information germane to the general
operation of the vehicle such as heading, speed, position, and
other vehicle-specific properties. The information transmitted
in part I of the BSM is included with every transmission, and is
meant to be useful to a very broad range of safety applications.

Part IT of the message, on the other hand, is relatively loosely
defined, intended for use with an arbitrary variety of safety
applications. Accordingly, elements included in part II of the
BSM are not of any particular defined order or length, and do
not need to include related header information. Rather, it is
meant to be used flexibly to fulfill the requirements of a given
V2X application. Most commonly discussed in conjunction
with Part II, as per [62], is a part of the data frame referred
to as the VehicleSafetyExtension. This frame is not required
to be part of a BSM, but when included, conveys information
covering path history, future path predictions, GPS correction
data, and one of a large set of event flags, indicating some
context.

Unlike the CAM, the broadcast rate for the BSM is set to 10
Hz, rather than being adjusted based on changes in vehicular
position, heading or speed. Also unlike CAM, channel conges-
tion for the BSM is regulated with linear message rate inte-
grated control (LIMERIC), a function which adaptively adjusts
the beacon transmission rate, smoothly converging to a fair rate
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between vehicles [68]. The LIMERIC function linearly adjusts
message transmission frequency as a function of the number of
nearby transmitting nodes, avoiding the sudden and potentially
congestion-inducing state changes of DCC. This means that,
much like the CAM case, vehicles occupying increasingly
congested areas will broadcast with decreasing frequency, but
unlike CAM DCC, the rate can change smoothly, allowing for
a broader range and less all-or-nothing transition from state-to-
state. Though this congestion control protocol is distinct from
that employed by V2X transmission in Europe, research has
shown both to operate acceptably in mixed VANETS including
vehicles employing a mix of both protocols [69].

III. V2X ACCESS TECHNOLOGIES

Any V2X access technology must be capable of a few basic
functions, namely, the transmission of basic safety and service
messages between vehicular and infrastructural nodes. The
most frequently studied family of wireless access technologies
used in conjunction with V2X are based on DSRC and IEEE
802.11p. But there is no inherent link between DSRC and V2X
communication, and, as is already the case today, much of the
data passed to and from the connected car can also make use of
the cellular network. Indeed, many in the telecommunications
industry have already made strong overtures of support toward
the V2X use-case, including industry partnership groups like
3GPP [51], METIS [52], and the 5G Automotive Association
(5GAA) [70]. Choice of wireless technology need not be
an either-or proposition; many analyses have shown that a
heterogeneous solution can outperform either technology alone
(see e.g. [18][17], or [30] for a thorough survey).

In order to better understand the relative benefits and draw-
backs of DSRC and the cellular network, it would be useful
to first consider a high level view of each technology.

A. IEEE 802.11p and WAVE

IEEE 802.11p is an amendment to the IEEE 802.11 Wi-
Fi specification for PHY/MAC (Physical and Medium Access
Control) layer communications. Submitted to IEEE for addi-
tion to the standard in 2010 by IEEE 802.11 Task Group p
[71], the 11p amendment made several changes to the IEEE
802.11 standard to accommodate inter-vehicular communica-
tions. Specifically these amendments defined the functions that
are controlled by the 802.11 MAC and the functions and
services that are required to operate in a dynamic environment
without having to join a traditional BSS (Basic Service Set, a
set of intercommunicating Wi-Fi nodes). More specific details
about this amendment and the research it is founded upon can
be found in [72] and [73].

The 802.11 standard does not itself define the spectrum in
which DSRC communication must occur, merely describing
how communication over an abstract channel must be exe-
cuted. The spectrum utilized by VANETS is instead defined
by various regional bodies.

Europes ITS-GS reserves 70 MHz (5855 MHz - 5925 MHz)
for general V2X communications, of which 30 MHz (5875
MHz - 5905 MHz) is dedicated to traffic safety applications
[74]. The Federal Communication Commission of the United
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Fig. 3. Spectrum allocations for V2X in North America and Europe

States allocates 75 MHz of the 59 GHz band for V2X
applications (5850 MHz - 5925 MHz), reserving one 10 MHz
Control Channel band (5885 MHz - 5895 MHz) specifically
for vehicle safety traffic, another (5915 MHz - 5925 MHz) for
public safety communication, and leaving the rest for more
general use [75]. The spectrum allocations for the United states
and Europe can be seen in Figure 3. Unlike its European
and American counterparts, Japans ARIB allocates a single
channel of the 700 MHz band (755.5 MHz - 764.5 MHz)
for ITS communications [15], though the 5.8 GHz band,
currently partially reserved for electronic toll collection (ETC)
and similar ITS services, is a potential candidate for advanced
ITS use [76]. While ETC is also under the umbrella of ITS
and V2X and an important model for recent connected car
technology, its V2I-specificity and relatively short range (30m)
render it out of scope for the purposes of this survey.

IEEE 802.11p is further supplemented by the IEEE 1609
family of standards, collectively referred to as WAVE. The
1609 standards define interfaces and features of the V2X com-
munication stack above the PHY and MAC layers defined by
802.11. This includes standards describing overall architecture
and how to manage security (1609.2), routing (1609.3), multi-
channel operation (1609.4), and communications (1609.5),
among other things [48]. ISO defines its own set of standards
for accomplishing analogous goals, but both sets of standards
apply most specifically to the vehicular security case, deferring
to TCP/IP for handling other, less essential services [77].

Vehicles use IEEE 802.11p-based technology to form a
VANET, which rapidly changes as vehicles come together
and move apart. Vehicles regularly broadcast messages, as
described in section II-C1 above, exchanging basic informa-
tion about position and movement, passing that information
additionally to road-side stations and other more vulnerable
road users.

The IEEE 802.11p standard makes allowances for colli-
sion avoidance based on Tiered Contention Multiple Access
(TCMA), which is an extension of Carrier Sense Multiple Ac-
cess with collision avoidance (CSMA/CA) which gives higher
priority messages a smaller back-off time in the event that
a channel is determined busy. Basically, participating network
nodes listen for activity on a channel between transmissions, as
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defined by an inter-frame space parameter. Upon the detection
of traffic on a particular channel, nodes pause for a random
length back-off period, with a duration between predefined
minimum and maximum back-off times. In the case of higher
priority traffic, these back-off times are shorter, privileging the
transmission of high priority traffic.

In order to allow vehicles with only one radio to take
advantage of both safety and service-related communications,
the WAVE standard allows for multi-channel operations. De-
scribed in the IEEE 1609.4 standard, channel switching allows
a vehicle with a single radio to divide transmissions between
the control channel (CCH), used for safety-related messages,
and the service channel (SCH). These divisions are enforced
over a repeating interval of 100ms, beginning at the start
of a UTC second [78]. Synchronization is necessary; all
vehicles must be able to transmit and receive CCH messages
simultaneously, less critical messages not be received. These
intervals are further buffered by a guard interval, during which
transmission is disallowed to account for various timing errors
and inaccuracies between vehicles.

Network composition is highly dynamic within VANETsS:
nodes are added to and removed from the network as quickly
as member vehicles enter and leave relative proximity. This
lends VANETS a topological instability, with implications for
network functions like routing and addressing. This also means
that many connections are severed before they can be used,
particularly for multi-hop delivery [79].

In order to allow authentication between vehicles, the IEEE
1609.2 standard describes a private key infrastructure (PKI,
sometimes referred to as vehicular PKI or VPKI). Already
considered for a regulatory mandate by the USDOT [8], VPKI
would require vehicles to carry a set of temporary pseudony-
mous certificates, which can be used to digitally sign V2X
communications, assuring other vehicles of the authenticity of
the transmitting vehicle and the validity of transmitted data.
These temporary certificates are guaranteed by a Root Certifi-
cate Authority defined by the Security Credential Management
System (SCMS), and are distributed on a regular basis to the
vehicular fleet. The organization that will play the role of the
Root Authority is as yet undetermined.

Because malicious vehicles cannot be known a priori and
will initially possess a valid set of certificates, there must be
a mechanism for invalidating active certificates. If a vehicle is
determined to be a malicious actor, compromised, or otherwise
rendered untrustworthy by the system, its certificates can
be revoked by the Misbehaviour Authority (MA), thereby
blacklisting it from the system. In order to distribute an up-
to-date list of valid and invalid certificates, vehicles must
regularly download a Certificate Revocation List (CRL), a
relatively large file containing all certificate revocations, which
has implications for necessary throughput and possible costs
associated with data transmission [13]. It is as yet unclear what
entity or entities would be in charge of running either the MA.

B. LTE and LTE-A

Compared to an ad-hoc network like one based on IEEE
802.11p, the mobile network is more centralized and less
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Fig. 4. A high-level view of LTE-based communications

dynamic, with centralized coordination of resource allocation,
mobility, and network operation. This centralization allows for
relative efficiency in the coordination of transport resources,
but also requires a message to traverse a number of core
network nodes before reaching a destination UE (see, for
example, 4, with consequences for end to end latency. While
the current LTE network does not provide latency guarantees
sufficient to support use cases with requirements as stringent
as traffic safety, forthcoming innovations like sidelink D2D
communication and network slicing are set to change what is
possible over the mobile network.

Sometimes referred to as 3.9G[80], LTE is the culmination
of cooperative standardization efforts conducted by partner
organizations across the telecommunications industry, under
the auspices of the 3rd Generation Partnership Project (3GPP).
Initiated in 2004, the standardization process for the initial
LTE architecture was frozen in 3GPP Release 8, in 2008
[81]. Deployment of LTE began near the end of 2009 [82],
and adoption of the technology quickly spread throughout
the telecommunications world, with global implementation
continuing today. LTE brought with it a number of important
benefits, not the least of which was finally uniting carriers
which had previously made use of different, incompatible 3G
standards (namely, UMTS, largely used in Japan, Europe, and
China, and CDMA2000, used by carriers in North America
and South Korea). Though spectrum allocations for LTE differ
by region, and LTE-TDD (LTE-Time Division Duplexing)
and LTE-FDD (LTE-Frequency Division Duplexing) employ
different transmission schemes, it is economically feasible to
produce User Equipment (UE) which can operate in multiple
frequencies, using either LTE-FDD or LTE-TDD. This means
that phones can be manufactured for use in the global market,
and has significantly positive implications for global roaming
capabilities. LTE draws its improved performance from a
number of enabling technologies, including an IP-based archi-
tecture comprising relatively few core network nodes (called
the Evolved Packet core, or EPC) and innovations in the radio
access network. Thanks to these technologies, LTE allows for
both higher overall data throughput and significantly lower
latency than its predecessors. Based on the 4G requirements
defined by the International Telecommunication Union Radio
Communications Sector (ITU-R) in the International Mobile
Telecommunications Advanced (IMT-Advanced) specification,
however, LTE did not meet the requirements of a true 4G
network [83]. Satisfying these requirements meant increasing
throughput, efficiency, and reliability when compared to LTE
networks. In order to meet these increased requirements,
the LTE-A, or LTE-Advanced, standard supports new com-
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munications technologies, like carrier aggregation, Multiple
Input, Multiple Output (MIMO) based spatial multiplexing,
and the use of small, low power relay nodes to service cell
edges and improve overall coverage. Unlike 802.11p, which
handles scheduling and congestion control at each device,
LTE employs a centralized model, where an infrastructural
base station (an evolved Node B, or eNB), coordinates the
allocation of radio resource blocks. In order to initiate a
connection, LTE UEs utilize the Random Access Channel
(RACH), a special channel shared by UEs and used specifically
to request the allocation of radio resources. At a system
level, UEs communicate with the EPC in order to request
service, like the establishment of a connection with an external
server. In the case of establishing a data connection, the EPC,
while also handling book-keeping for tasks like user mobility
and user authentication, establishes a dedicated bearer, which
can be thought of as a dedicated stream of IP-based traffic,
between the UE and a gateway to an external network. This
bearer is maintained by the EPC for the duration of the
connection, then released when the connection is complete.
While the LTE network was designed for use largely with
conventional mobile devices, development of the capabilities
of the mobile network continues, both for the specific purposes
of V2X and more generally. As of this writing, according to
3GPP Technical specification 22.185 [51], standards-compliant
cellular networks supporting V2V applications are required to
offer end-to-end latency below 100ms, with some support for
V2X communications being included in 3GPP release 14 [84],
and further support forthcoming in release 15[85]. The major
focus of these new standards is supporting V2V communi-
cation via sidelink device to device communication. Sidelink
device to device Proximity Services (ProSe) [86] involve the
transmission of data directly from device to device, not unlike
the peer-to-peer communication which occurs under the DSRC
paradigm. The advantages of this technology, as opposed to
traditional ad-hoc or cellular signalling, are improved spectrum
utilization, energy consumption, and network throughput, as
well as lower best-case latency. Unlike DSRC, ProSe-enabled
UEs can establish a direct connection either through a direct
negotiation of transport resources between devices or in a
way intermediated by infrastructural nodes. This allows for
the flexible leverage of the spectrum efficiency made possible
by centralized coordination and of the reliability of ad-hoc,
direct communication when infrastructural connectivity is not
available.

C. 5G and Beyond

5G, unlike LTE or LTE-A, does not refer to a particular
standard, but rather a collection of requirements and new
technologies that are seen as the next step for mobile cellular
networks. The Next Generation Mobile Network (NGMN)
Alliances 5G White Paper is one of the most frequently
cited sources for 5G requirements [87]. While it does not
have the force of a standard, many mobile network operators
and vendors are using these requirements as a target for
research and development efforts. The requirements given
by the 5G White Paper involve improvement along eight

key KPIs: Latency, Mobility, Data-rate, Spectrum Efficiency,
Capacity, Peak Data-rate, Energy Efficiency, and Support for
Connection Density, most by one or two orders of magnitude.
A number of technologies are vying to fulfill the promise
of 5G, both in terms of wireless access capability, and core
network architecture. While research into these technologies
is currently ongoing, and it is difficult to make definitive
statements about the capabilities of these technologies, it will
be useful to survey a few of the most prominent technologies
with potential application to V2X communications.

1) Millimeter Wave: Millimeter Wave (mmWave), one of
the technologies currently under investigation as a key enabler
of 5G wireless access, refers to communications utilizing the
Extremely High Frequency (EHF) band occupying the 30-
300 GHz band of the radio frequency spectrum. Prior to
its application to 5G, mmWave has had a history of use in
the automotive industry; for example, the 77 GHz band has
already been used in the context of Long Range Radar (LRR)
in automatic cruise control and other car sensor applications
[88]. While it has traditionally been used in lower throughput
sensing applications, mmWave is capable of providing a data
rate up to several Gbps [89]. In order to reap this benefit,
however, few formidable challenges remain. Common to high
radio frequencies, mmWave has a very strong directional
characteristics. Specifically, it requires a Line-of-Sight (LoS)
connection between a transmitting and receiving car, or infras-
tructure element. This is difficult to achieve in mobile scenarios
across different road infrastructure and geographic settings.
Specifically, this means trouble for pre-sense crash warning
systems that rely on wireless communication occurring in non-
LOS conditions. Further, the car roof is unsuitable for antennas
capable of the 360 coverage necessary for V2X applications,
due to a combination of low antenna height, strong directional
properties of the mmWave band, and the car itself blocking
transmission [90]. A more comprehensive study focusing on
the progress of mmWave data communication applications in
the context of V2X services can be found in [91].

2) Network Slicing and Mobile Edge Computing: Not all
requirements of V2X services need be fulfilled at the simul-
taneously; for example, separate virtual networks might fulfill
different subsets of the 5G requirements, depending on their
intended use case. One enabling technology for the fulfillment
of the strict requirements of V2X, network slicing, draws
on recent advancements in network function virtualization
(NFV) and software-defined networking (SDN) [92]. Using
network slicing, virtual, logically isolated, network slices can
be created on top of physical infrastructure in a dynamic
manner, allowing network operators to customize network
capabilities as required by an application. Because the network
slices themselves consist of virtual machines (VMs) connected
over a virtualized network, the introduction of additional
network resources can be executed very quickly, as it involves
only the repartitioning of physical network resources, be they
network links, compute cycles, or memory. These slices can
be configured with the minimal set of functions necessary
for a particular service: for example, a network of stationary
wireless sensor nodes would not need mobility management,
and thus have no need to include such functionality in the
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network. One specific way this technology is applicable to
V2X is in the potential for the targeted application dedicated
mobile edge computing (MEC) resources, sometimes referred
to as the distributed cloud or ’fog’ computing [93]. Such an
architecture would include pools of nearby compute resources
dedicated to performing processing for specific mobile services
used by local mobile terminals; in the case of V2X, cars
would be able to leverage these nearby resources to per-
form potentially costly computations involving environmental
hazards without incurring the latency penalties involved in
consulting a larger and more centralized, but distant, cloud.
More generally, network slicing would allow for the mobile
network serving vehicular terminals to be tailored specifically
to the needs of V2X services, allowing for a potential solution
to some of the problems (latency, capacity) associated with
using the mobile network for V2X. As operators proceed
with the implementation of LTE-A and look toward 5G, the
capabilities of the mobile network continue to increase.

Millimeter wave, network slicing, and mobile edge comput-
ing do not, of course, comprise the full suite of technologies
expected to debut for 5G networks. 3GPP is still in the process
of defining New Radio for use in 5G mobile communications,
and it is yet to be determined exactly what the capabilities
of this new radio will be. It is likely that such developments
will significantly improve the cell network’s ability to handle
the high capacity, throughput, and ultra low latency required
for V2X. Time will tell how quickly vendors and network
operators will be able to standardize, implement, and begin
commercial roll-out of 5G technologies, but significant effort
is being invested in beginning deployment around the year
2020.

D. Other Potential Access Technologies

Outside of cellular and 802.11p-based technologies, many
other potential wireless access technologies have been consid-
ered as candidates for at least a subset of V2X services. While
we cannot provide exhaustive coverage of every technology
which has been or is being considered for use in a vehicular
communication, a survey of some of major contenders follows,
below.

1) 802.15.1/Bluetooth: 1EEE 802.15.1, widely known as
Bluetooth, is one of the most well-known wireless standards
for short-range communication [94]. Bluetooth has already
seen wide adoption as a solution for intra-vehicle infotain-
ment systems, where external devices like mobile phones
and music players can be connected to in-car entertainment
systems, allowing for a variety of services to be utilized
directly through an in-car interface, including phone calls,
music playing, and GPS navigation. Unfortunately for potential
inter-vehicle application, while the ideal maximum range of
Bluetooth is 100 meters, the Personal Operating Space (POS)
[94], which defines the sphere in which Bluetooth devices
form networks, is limited to 10 meters. Further, while much
research (e.g. [95] and [96]) has been performed toward the
end of using Bluetooth for vehicular applications, it lacks many
of the basic mobility support features which are required to
maintain a short-range ad-hoc network in the highly dynamic

context of V2X, like quickly establishing new connections with
approaching vehicles. Because of this issue, and the extremely
limited operational radius, it is difficult to imagine Bluetooth
as a viable medium for generalized V2X communications.

2) Satellite Radio: In the context of V2X, satellite radio
links have mainly been investigated to complement or augment
other wireless access technologies [97] [98]. No conventional
communication infrastructure is sufficient to provide cover-
age in all scenarios, including natural disasters and remote
locations out of the range of both cellular coverage and the
range of other vehicular terminals. Satellite connections are
one potential solution to closing coverage gaps. However,
satellite communication is quite expensive, and incurs far
more unavoidable latency then most terrestrial communication
methods, in the order of hundreds of milliseconds [99]. This
makes satellite links explicitly unsuitable for safety applica-
tions, where a much lower latency is an explicit requirement.
Additionally, despite research into antenna design suitable for
use in vehicular communications [100][101], fitting a satellite
antenna without an unacceptable impact to a vehicles aesthetics
or cost is also a challenge, as is the case in mmWave-based
vehicular communications. Because of these limitations, it
is unlikely that satellite radio will be adopted as a general-
purpose medium for V2X communication.

3) Visible Light Communications: As the terminology sug-
gests, Visible Light Communications (VLC) make use of
visible frequencies of light, using the 430-790 THz band to
transmit and receive information [102]. The high frequency
of the spectrum allows for extremely high throughput; at
present, a 10 Gbps of high speed data communication has been
demonstrated using VLC [103]. One of the major benefits of
VLC is that it does not cause interference with and is not
affected by the already-crowded lower-frequency spectrum.
The advent of Light Emitting Diodes (LEDs) has greatly
facilitated research progress in VLC, and a number of different
standards using visible light are already available (see e.g.
[104]). Producing light consumes much less energy relative to
energy consumption in radio frequency-based communication
systems, and equipping a car with a VLC system has less of an
adverse effect on the vehicular aesthetics and economics, since
many light sources available in the car can already be used with
minor visible modifications. Despite these advantages, VLC is
beset to a number of problems, ranging from annoyance caused
by flickering lights during data transmission, adjustment of the
light source to the brightness of the transmission environment,
noise from ambient and other irrelevant light sources from
the surroundings, and inoperability in non-LOS conditions
between the transmitter and receiver [102].

E. Heterogeneous Wireless Access

Another frequently proposed solution for V2X connectivity
is a heterogeneous combination of both IEEE 802.11p and
cellular access technologies. Some approaches, covered in
detail in [30], use the heterogeneous approach to network con-
nectivity for all applications, safety included, to draw upon the
strengths of each respective wireless technology while temper-
ing their weaknesses. Other approaches foresee the division of
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services between radio technologies, with the cellular network
handling high-throughput entertainment services while DSRC
handles vehicle safety. Two significant obstacles stand in the
way of a heterogeneous network implementation: technical
and practical considerations. From a technical perspective,
operation over the composition of multiple network interfaces
is a non-trivial problem. The authors of [30] propose a solution
to this problem involving the abstraction of radio access into
virtual resources, mediated by a Heterogeneous Link Layer,
which dispatches transmissions through appropriate technolo-
gies, but admit that the task is very complex. In practical terms,
the implementation of a heterogeneous solution would require
cooperative standardization efforts across a large number of in-
dustry stakeholders, including the DSRC, telecommunications,
and automotive industries. While this is not an impossible task,
it is certainly no mean feat, and it may introduce additional
delay into a process that many stakeholders are already view-
ing with impatience. Nonetheless, such cooperation may be
necessary for the satisfactory implementation of ITS.

IV. CHALLENGES FOR IEEE 802.11P/WAVE AND
CELLULAR V2X

There are several key challenges that any candidate tech-
nology for a commercial C-ITS deployment must overcome.
While, as discussed in the previous section, many technologies
are in contention for use in V2X communications, we focus
here on the challenges specific IEEE 802.11p and Cellular
V2X, which are the most well-studied candidates for adoption
by the automotive industry. While we do not offer an in-
depth analysis of the challenges faced by other candidate V2X
technologies discussed in Section III, challenges for each of
those technologies are given in brief above, and interested
readers are encouraged to refer to the given sources for a more
thorough treatment of each technology. Due both to the strict
requirements for latency and communication frequency, and
to the safety-related nature of any C-ITS operation, we focus
on several major KPIs: Capacity, latency, security, privacy, and
economic considerations. Because the technical details of each
potential access technology differ significantly, the challenges
they face and strengths they bring to bear are often very
different.

A. IEEE 802.11p/WAVE

Because IEEE 802.11p-based DSRC involves relatively
short-range peer-to-peer communications, the context over
which a VANET is established differs significantly from
the larger scale and more centralized mobile network. This
approach has many benefits thanks in large part to an in-
dependence from infrastructure and a reduction in overhead
involved in authenticating with and passing through the core
network. But with these strengths come weaknesses. The
shorter range of communication and the lack of pre-existing
DSRC equipped infrastructure means that connectivity can be
unavailable in the case of sparse network density. A lack
of centralized infrastructure also introduces problems with
coordination, particularly in terms of channel utilization, and
consequent issues with scalability of vehicular networks in

congested situations. Intermittent connectivity and lack of a
centralized architecture also creates problems from a security
perspective, requiring each individual vehicle to be able to
judge the validity and authenticity of signals received from all
other vehicles. In order to better understand these challenges, it
would be helpful to first take a closer look at the performance
of DSRC as reported in the literature.

1) Scalability, Latency, and Reliability: Though DSRC
provides reliable and ultra-low latency communication for
medium-sized VANETSs in LOS conditions, suboptimal con-
ditions can quickly result in degraded performance. This
degradation can be due to a number of causes, from phys-
ical impediments, like obstructions between transmitters and
receivers, to inefficient coordination of radio resources.

One of the challenges faced by DSRC is a mismatch
between packet length and channel coherence time, potentially
resulting in elevated packet loss due to fading [105]. Line
of sight conditions have also been a point of concern for
VANET implementations, especially in urban environments
where significant LOS obstructions are the norm rather than
the exception. In [106], for example, the authors found through
empirical road testing of actual vehicles equipped with DSRC
transmitters that LOS obstructions, including buildings, fo-
liage, and other vehicles, can cause significant problems with
message transmission.

Given that vehicles must coordinate safety messages over a
single safety channel with finite spectrum, there is an upper
bound to how many nodes can effectively communicate at a
single time. Because, like other IEEE 802.11 devices, DSRC
nodes are not coordinated by a central entity, they must
coordinate their use of radio resources in an ad-hoc manner.
Previous research has shown that when local VANETS reach
sizes in the hundreds of vehicles, the delivery of messages is
severely inhibited by channel congestion [9][105][107]. This
problem is compounded by the suboptimal performance of
the MAC protocol, resulting in severe degradation of network
quality in terms of latency, packet error rate (PER), and
consequently, throughput [108].

For example, in an early analysis of the WAVE standard,
the authors of [107] show that while delay remains acceptably
low for all message classes in VANETs of 150 nodes or
fewer, cases involving 250 or more nodes experience an
average delay of greater than 1 second, even for messages
of the highest (safety-related) priority. Similarly, Hafeez et
al. in [109] demonstrate both through an analytical model
and simulation results that vehicle density varies inversely
with reliability, as measured by metrics like latency, effective
communication range, and PER, though they did find that
increasing carrier sense range relative to transmission range
markedly improves the behaviour of the system. Given that
real-world road situations allow for the sufficient proximity
of as many as 800 road vehicles [13], it is essential that any
safety-supporting technology be able to handle potentially very
large numbers of vehicles.

The issue with congestion is at least partially the result of
inefficiency at the MAC layer. Besides suffering from general
issues like susceptibility to hidden and exposed terminals,
the EDCA-based protocol in use with VANETs demonstrably

1553-877X (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/COMST.2018.2808444, IEEE

Communications Surveys & Tutorials

IEEE COMMUNICATIONS SURVEYS AND TUTORIALS

TABLE IV.

CHALLENGES FOR EACH V2X WIRELESS ACCESS CANDIDATE, IN BRIEF

KPI

802.11p-based DSRC

Cellular V2X

Latency

Not a cause for concern for 802.11p-based DSRC under normal operat-
ing conditions. An elevated packet error rate and the consequent need
to retransmit messages can cause increased latency under sub-optimal
conditions

When operating through infrastructural nodes (e.g. eNB, EPC), processing
delay is potentially problematic. Sidelink D2D and the provision of local
edge resources are potential solutions to the problem of high latency.

Capacity

Vehicular traffic congestion (several hundred vehicles within a 300m
radius) can quickly cause high channel congestion and severely impact
packet error rate. A potential path toward solving congestion issues
may lie in improved congestion control schemes and controlling rate of
transmission. Optimal data-rates in the ballpark of 6 to potentially 27 Mbps
are troublingly low, and may be insufficient to support many forthcoming
V2X applications

Depending on the size of the cell, frequent unicast transmission via eNB
from hundreds of vehicles can cause significant congestion. Using eMBMS
or sidelink D2D may solve this problem. 5G aims to support data-rates
measured in Gbps, which should be sufficient for all considered V2X
applications

Coverage

LOS and relatively short communication range have implications for
effective coverage for 802.11p-based DSRC. Communication through
intermediate infrastructural nodes (e.g. RSUs) is one potential solution
to the LOS communication problem.

Coverage, particularly in mountainous and rural areas, can be inconsistent.
Sidelink D2D is one potential solution to providing ubiquitous V2V
coverage.

Security

Due to its ad-hoc nature, DSRC is vulnerable to a number of potential
attacks on availability authenticity, confidentiality, and integrity. Some of
these problems may be ameliorated by the implementation of VPKI and
decentralized misbehavior detection, but many theoretical attacks, like
vehicular worms and wormhole attacks, remain hard to defend against.

Cellular V2X, the outgrowth of a centralized and long-commercialized
communications technology, is somewhat less vulnerable to many security
problems. Some attacks, particularly attacks on availability like jamming,
remain difficult to defend against.

Privacy

The use of temporary pseudonymous certificates for authenticating V2V
communication provide a measure of privacy for DSRC nodes. Sophisti-
cated eavesdropping and data interception may still pose a risk to driver
privacy.

The association of cellular communications with a subscriber ID represents
a potential compromise of UE privacy, particularly regarding authorities
and network operators.

Infrastructure &
Cost

The lack of existing DSRC infrastructure and requirement for an extra
DSRC-capable module in each vehicle stand to incur significant costs,

The existing cellular infrastructure eases potential costs on municipal
authorities, but high mobile data rates and cellular radios in each vehicle

both for municipal authorities and end users.

mean potentially high costs for end users.

struggles with efficient resource allocation [36]. There are
a number of possible solutions to this problem of channel
congestion. For example, the use of TDMA-based MAC
protocols shows significant improvement over the relatively
low performance of contention-based CSMA/CA conditions
[35]. Alternatively, centralized control messaging could take
place over a separate communication channel (e.g. the cellular
network), allowing for significantly improved QoS for V2V
communication.

Another challenge in the regulation of medium access is
the stable adaptation of message rate, particularly for vehicles
utilizing CAM DCC, standardized for use in the EU. In [110],
the authors simulated a *winding highway’ under LIMERIC,
CAM DCC, and no-congestion-control scenarios. They found
that while LIMERIC converges to approximately the target
CBR, CAM DCC never actually converges, bouncing errati-
cally between three CBR states ranging from 2This instability
in CBR results not from state-changes in the DCC algorithm,
which remains in the RESTRICTIVE state for the duration
of the simulation, but from the distribution of transmissions
over time. That is, because vehicles tend to change states
simultaneously, and because there are a relatively limited
number of possible message rates, vehicles utilizing DCC for
congestion control tend to produce clustered transmissions,
resulting in brief spikes of CBR followed by periods of relative
calm. Adjustments made to the standard show that resolution
is feasible, but as ITS-G5 stands, unstable performance in
congested scenarios may be the norm.

Channel switching based on IEEE 1609.4 has been sug-
gested as one way for vehicles to access both service and safety
channels, but there are many potential issues with this system.
First, for the purposes of coordination, because all vehicles
must transmit their messages during the interval designated

for CCH use, congestion, which is already a harsh constraint
under dedicated channel-use conditions, is potentially multi-
plicatively increased, based on the relative size of the CCH
interval. Analysis by Wang and Hassan in [111] shows that
in order to ensure at least 95At the very least, dynamically
adjusting the CCH and SCH intervals using an algorithm like
that described in [112], depending on measurements of local
congestion, will be necessary in order to preserve the reliability
of DSRC-based safety message dissemination.

Further, and perhaps more essentially, the standard defined
in IEEE 1609.4 as a part of WAVE does not allow for
a transition to cars using multiple radios [78]. Though the
standard allows vehicles to stay consistently tuned to the CCH,
it requires the broadcast of safety-messages during the period
in which all vehicles are listening on that channel. This means
that, for reasons of backwards compatibility, the presence of
single-radio vehicles utilizing channel switching require even
vehicles with multiple radios, capable of accessing both the
SCH and CCH simultaneously, to limit broadcasting to within
a shorter CCH interval, bottlenecking communications for all
cars. As long as vehicles employing the channel switching
strategy are on the road and supported users of DSRC com-
munications, this problem will persist.

Multi-hop broadcast induced broadcast storms are another
frequently cited concern for DSRC-based VANETs. While
CAMs and BSMs are single-hop broadcasts at regular time in-
tervals, event-triggered DENMS are intended to be distributed
through the VANET over several hops. In order handle DENM
distribution, vehicles forward messages upon receipt, keeping
each message alive for a non-trivial length of time, until
conditions have sufficiently changed or the DENM has been
cancelled. A broadcast storm, a well explored property of
general mobile ad-hoc networks [113], arises when a broadcast
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message, originating at a single node, is rebroadcast by all
receivers, then rebroadcast by all of the receivers of the
rebroadcast, and so on. These redundant broadcasts quickly
result in severe channel congestion, stopping new messages
from being reliably sent and received.

Though certainly still a concern, analysis like that in [114]
has shown that regulation as simple as preventing rebroadcast
by an individual node is sufficient for full message penetration
with very low delay, despite potentially high collision rate.
More pressing are concerns about collision with normal CAM
messages, potentially impeding the normal functionality of
the VANET during broadcast of event-based messages. The
analysis in [115] shows that congestion can be minimized by
giving DENM messages sending priority over CAMS, since
doing so allows the event-based congestion to quickly finish
propagating through the network, but does show an effect on
CAM reception, introducing effective delays of 200 ms or
greater. It is essential that DENMs be effectively and quickly
disseminated through the VANET, but interference with the
delivery of CAMs may be a cause for concern.

Some solutions for the issue of unreliable CAM delivery
have been proposed. For example, in [116], Xiao et al.
construct a method of error correction wherein vehicles in
a VANET stochastically retransmit a subset of the broadcast
messages they have received to allow their neighbours to
recover messages that may have been lost due to network con-
nectivity issues. This is demonstrated to significantly reduce
the probability of packet loss, but it seems likely that these
additional transmissions may have deleterious implications
for already congested scenarios, in addition to increasing the
actual transmission time of each broadcast. Other potential
solutions, like that in [109] suggest modifying transmission
power in such a way as to reduce local congestion. Still, such
solutions, whether or not they are effective in practice, have
not yet been incorporated into vehicular standards, meaning
that early adopters of DSRC-equipped vehicles will likely
be unable to reap the related benefits. While DSRC offers
essentially zerocost transmissions between participating nodes
in a VANET, channel congestion, internet availability, and a
relatively low ideal data-rate contribute to low availability of
data for in-car services.

One additional, and particularly troubling, issue with DSRC
lies in the throughput possible via the technology. In optimal
conditions maximal supported data-rates top out around 27
Mbps, and optimal performance is found at 6 Mbps, to say
nothing of potential congestion which would further restrict
data transfer. As shown in section II-B, Infotainment and
Traffic Efficiency, and Traffic Safety applications can require
upwards of 45-80 Mbps to function, at conservative estimates,
and the rise of high definition and 4K video streaming may
require orders of magnitude greater data-rates. Further, traffic
safety applications which are now housed in-vehicle, like
object recognition and automated driving, may eventually have
reason to move to the local cloud, which would additionally
increase the amount of data throughput required for V2X com-
munications to function. While issues with channel congestion
may be ameliorated, it is currently unclear that, even under
optimal conditions with no interference, DSRC will provide

- Malicious
Victim Node &

Fig. 5. Black hole attack in a VANET. In this case, a malicious node chooses
not to transmit information about a road hazard ahead to following vehicles,
exposing them to risk

communications capacity sufficient to host a large proportion
of potential V2X applications.

2) Privacy & Security: Another issue with which IEEE
802.11p-based DSRC must come to grips is the provision
of secure, validated and authenticated messaging, under strict
privacy-conserving constraints. This is particularly important
in the case of V2V communications, where mis-calibrated
sensors or maliciously spoofed data can result in congestion,
elevated fuel consumption, property damage, or loss of life.
The potential causes of such behaviour are multifarious; mis-
behaving vehicles may gain some benefit by way of tampering,
or may simply intend to cause chaos among other vehicles on
the road. Because the stakes are high for C-ITS, the security
systems employed must be subject to accordingly high levels
of scrutiny. A general taxonomy of threats to VANET security
is presented below; a full review of potential VANET security
vulnerabilities and their solutions are out of the scope of this
more general overview, but a more thorough treatment of the
subject can be found in e.g. [60] or [117].

Attacks on VANETS can be generally classified as attacks on
one of five vulnerability categories: Availability, Identification
and Authenticity, Confidentiality and Privacy, Integrity and
data trust and Non-Repudiation and Accountability [60].

Attacks on availability, like the jamming, black hole (see
5, and Sybil [118] attacks, involve interfering with the trans-
mission and routing of packets, such that the VANET cannot
function within operational constraints, degrading service and
endangering lives. This category of attacks also encompasses
things like vehicular malware [119][120] [121] and the conse-
quent potential for vehicular botnets [122], which could have
a catastrophic impact on a fully ad-hoc V2X solution. The
insecurity of the standard in-car network itself is a potential
attack surface for denials of availability, as the compromise
of any one component of the car is potentially enough to
comprimise all other interconnected systems [123][124]. These
attacks are difficult to prevent, and though there are a number
of strategies for vehicles to collaboratively detect and stem
such tampering (see e.g. [125],[126]), it remains to be seen to
what extent such strategies will be adopted and whether they
will be practical in a real-world environment.

Attacks on authenticity, like falsified entity attacks and
global navigation satellite system (GNSS) spoofing attacks, in-
volve vehicles counterfeiting information like valid certificates
or GNSS data, manipulating traffic and potentially causing
injury or death to vehicle passengers. Preventing attacks on
authenticity requires a strong method of authentication, not
just for V2V messages, but also for other essential sources of
data, like that collected from the GNSS system.

Attacks on confidentiality and privacy, like eavesdropping
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and data interception attacks, involve typically passive ob-
servers listening to vehicular transmissions, extracting data
about nearby vehicles. This data may be used both to monitor
traffic for undisclosed reasons, as well as to violate the privacy
of drivers themselves, potentially deanonymizing vehicular
UEs and opening drivers up to the possibility of having
their movements tracked and recorded or their data used
commercially. Because such listeners are not active and thus
exceedingly difficult to identify or stop, only a robust system
for ensuring driver privacy can defend against these attacks.
Pseudonym schemes, like those planned for deployment with
DSRC in the system envisioned by the USDOT ameliorate
some privacy concerns, but still leave open the possibility of
compromised user identity [127] [32].

Attacks on integrity are similar to attacks on authenticity, in
that they involve vehicles using false identities, to rebroadcast
messages with altered contents, potentially disrupting the flow
of traffic. These attacks can potentially be prevented with
sufficiently encrypted communication, such that the content
of a message cannot be changed without invalidating it.

It is possible to identify at least a subset of misbehav-
ing nodes [128] [129], and by so doing prevent them from
perpetuating further attacks. But such a solution requires the
trustworthy and reliable operation of a centralized VPKI infras-
tructure, as discussed in section III-A, above. It is yet unclear
what entity or entities will operate such an infrastructure, and
how to ensure that this infrastructure is not itself the victim of
compromise.

3) Infrastructural and Economic Considerations: One addi-
tional, less technical, challenge for the widespread implemen-
tation of DSRC is the economic proposition of installing and
maintaining a DSRC-compatible infrastructure and vehicular
fleet(see e.g.[13]). While the marginal cost estimated for
consumers to add DSRC compliant systems to their vehicles is
non-negligible, predicted as between 245and347 USD [8], the
costs for the construction and operation of both road-side units
and the VPKI is likely to present one of the strongest obstacles
to full deployment. Though it remains unclear who will be
responsible for the construction and maintenance of road-
side units, it must be determined before any model including
roadside maintenance can be considered a viable possibility.

B. Cellular V2X

The mobile cellular network has a number of advantages
when compared to DSRC. As the backbone of a mature
telecommunications industry, the infrastructure for providing
cellular coverage is already largely in place. Because schedul-
ing and supporting the transmissions of large numbers of UEs
in small areas is one of the central problems facing cellular
network providers, such problems are well studied and many
solutions are already implemented in the commercial network.
Similarly, security is already a high priority for mobile network
carriers, and the centralized nature of the mobile network
renders the treatment of misbehaving UEs much simpler than
in an ad-hoc network.

But likewise does the mobile network face a number of
obstacles not shared by DSRC. Without support for broad-
cast transmission, traditional LTE networks struggle with the

volume of unicast signalling in densely congested scenarios.
Designed to support conventional voice and data services, the
network requires the traversal of a number of core network
nodes, rendering the latency constraints of the most stringent
V2X safety applications out of reach of conventional LTE
[130]. Further, because communication via the mobile network
requires authentication via subscription-specific identification
credentials, privacy and anonymity are difficult to guarantee.
Finally, economic considerations like the pricing structure
for mobile data and the need for uninterrupted nationwide
coverage present significant practical obstacles.

1) Latency and Capacity: Compared to DSRC, LTE has
been shown to scale more stably, though it is still subject to
overload in congested situations. Unlike the relatively small
range over which VANETS are defined in IEEE 802.11p-based
communications, congestion control for ITS communications
over LTE must take into account cell-wide vehicular density.
Analysis in [131] estimates that, depending on the amount of
background traffic originating from unrelated UEs, an LTE
cell should be able to handle somewhere between 1700 and
3400 CAM transmissions per second. In the case of sparse
traffic or relatively dense cell distribution this may be sufficient
to handle V2X traffic, but in heavily congested, larger-scale
cells, this may cause an unacceptable violation of latency
and reliability constraints. Simulation in [9] reports that, as
estimated, LTE retains acceptably low latency for up to 150
vehicular users broadcasting at 10 Hz, without employing any
regulation of broadcast frequency. Analyses like those in [40]
and [132], however, confirm that as the number of vehicles in
a given cell exceed a few hundred, beacon delivery rates for
unicast CAMs reach unacceptably low levels.

Broadcast messages, on the other hand, have been shown
to be significantly more scalable, though research consensus
is uncertain. Calabuig et al. in [133] show that the use of
eMBMS (evolved Multimedia Broadcast Multicast Service) for
broadcasting safety messages is significantly more efficient
than unicast in congested scenarios. Though 100 vehicles
easily overload the network in the unicast condition, eMBMS
using QPSK 0.44 encoding is able to handle broadcast delivery
with sub-50ms delay, potentially sufficient for even pre-crash
sensing applications. The threshold for service degradation also
depends largely on the ratio of downlink to uplink transmis-
sions. In the simulations performed in [40], downlink broadcast
delivery is shown to be very reliable for up to 800 vehicles per
cell when uplink transmissions are allowed a relatively large
portion of each LTE frame (3:2 downlink:uplink ratio), but
suffer significantly (bottlenecking around 300 vehicles) when
subject to 9:1 downlink:uplink bandwidth constraints.

The authors of [132] show that CAM delivery via eMBMS
broadcast can support up to 300 vehicles (the maximum den-
sity simulated) with sub-100 ms latency. They note that though
earlier simulations [134] report congestion on the uplink with
as few as 150 vehicles, they did not observe such a bottleneck.
The authors attribute this to two order-of-magnitude reductions
of control traffic, first by aggregating CAMs of nearby vehicles
into a single downlink update, then further by switching from
unicast to broadcast downlink transmission. With these two
techniques, they find that downlink control traffic is reduced
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from 16,000 messages per second to a mere 232 [132].

Another potential remedy to the higher latency of communi-
cation over the mobile network is the forthcoming support of
direct ProSe D2D communication. Though both broadcast and
unicast transmissions require both the presence and traversal of
infrastructural nodes, ProSe communications can allow direct
vehicle to vehicle transmission even outside of cellular cover-
age. This will both lower latency bounds for communication
between UEs and allow for continuity of service even outside
of the range of infrastructural nodes [135][136].

2) Privacy: One issue shared by both DSRC and cellular
V2X regards user expectations of privacy. As user acceptance
and high market penetration is instrumental for the benefits of
V2X to be realized, it is essential that, in the absence of a
regulatory mandate, consumer preferences be strongly consid-
ered in the design of a V2X architecture. A 2016 survey by
Schmidt et al. found that while the safety benefits of V2X are
accepted by the general public, the loss of privacy, particularly
through the revelation of personal data, is seen as unacceptable
[137]. This includes not just the loss of data to potentially
malicious eavesdroppers and commercial entities, but also the
possession and use of vehicular data by infrastructure providers
and governmental authorities. Because the mobile network is
designed to incorporate secure authentication and billing by
way of subscription-specific identification, it is unclear to what
extent such anonymity and privacy can be guaranteed.

3) Infrastructural and Economic Considerations: While the
infrastructure for the mobile network is already in operation,
offering a wide coverage area, high throughput, and high
capacity, there are still economic barriers to supporting un-
interrupted V2X coverage via the cellular network. One such
obstacle is the necessity of uninterrupted nation-wide network
coverage. While forthcoming solutions like ProSe D2D offer
alternatives to ensuring cell coverage of all terrestrial road
networks, the prospect remains economically daunting for
mobile carriers. Without the ability to guarantee the absence
of dead spots, where vehicles are unable to communicate,
regulatory agencies may resist the adoption of cellular V2X
as an alternative to DSRC [8]. Further, while the use of
adhoc technology like V2X is more-or-less free, the mobile
network charges a significantly higher rate for data usage,
which has long been a major obstacle to the consideration
of a cellular-network based solution [1]. To this end, the US
DOT estimates that, at current rates for data charging, even
the implementation of a hybrid solution, using the mobile
network only for the management of VPKI certificates, incurs
a pervehicle cost almost three times as high as using only
DSRCbased communications [8].

Research into both cellular V2X and DSRC-based commu-
nications is still very active, including a great wealth of re-
search on all of the challenges covered here. Both technologies
offer significant promise for the real world implementation of
V2X communications, but each also offers a host of obstacles
which must be overcome before implementation is practical.
We give a general accounting of strengths, challenges, and
potential solutions in Table IV.

V. CONCLUSION

At present, it seems likely that the first connected cars to
make their way onto the worlds public roadways will make
use of DSRC technology. The subject of decades of research
and already considered by the United States Department of
Transportation for a regulatory mandate in the near term,
DSRC is a mature technology that will be essential in support-
ing the earliest users of V2X communication. The suitability
of DSRC for highly congested scenarios in the real world
remains untested, however, as does the potential for achiev-
ing the throughput and connectivity necessary for delivery
of non-safety related services. Similarly, the robustness and
practicality of the security measures proposed for use with
the technology remains in question, from both economic and
operational perspectives.

The mobile network, on the other hand, offers a variety
of advantages, not the least of which being a pre-existing in-
frastructure already offering significant coverage of terrestrial
roadways. The centralized nature of the cellular network, high
throughput, and long history of successful commercial deploy-
ment operation offer a strong foundation on which to build
future V2X services. Further, forthcoming technologies, like
eMBMS broadcast service and ProSe D2D communications
offer promising solutions to issues with latency and coverage
which pose significant obstacles for implementation over LTE
and LTE-A networks. At present, however, latency constraints,
economic obstacles, and pressure to accelerate the roll-out of
V2X services make early adoption of the mobile network for
the purposes of V2X unlikely.

Each wireless access technology offers a unique set of
pros and cons for application in the context of V2X. DSRC
provides the low latency necessary for the provision of Traffic
Safety and Cooperative Driving services, while it struggles
with both the throughput necessary for Infotainment and
Traffic Efficiency, as well as the capacity necessary to deal
with particularly congested traffic situations. The present-day
cellular network, in contrast to DSRC, struggles to provide
extremely low latency without direct D2D communication, but
excels in its proven ability to support high throughput, reliable
data transmission, even in highly congested situations, making
it an appropriate for both Infotainment and Traffic Efficiency
applications.

No single technology has demonstrated the capacity,
throughput, latency, and security necessary to support the
overwhelming amount of high-priority traffic that will arise
as V2X communication becomes prevalent. New ideas and
new technologies will be required before such demands can
be satisfactorily met. With regards to the present, the authors
believe that the most functional and robust implementation lies
not in the exclusive choice of one or the other technology, but
a heterogeneous solution which draws upon the strengths of
each. By turning each technology toward the applications at
which it excels, compensating for their respective weaknesses,
it seems likely that a robust, reliable, and capable fleet of V2X
capable vehicles is within reach. Such a solution could provide
the extremely low latency and dynamicity of DSRC while
also leveraging the centralized scheduling, high throughput,
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and robust security of the mobile network.

The onus for moving toward a final V2X solution lies on
the shoulders of a number of stakeholders, from automotive
manufacturers to governmental authorities and mobile network
operators. Whether and to what extent co-operation between
stakeholders across so many disparate fields will be realized
remains an open question. Only time will tell which technology
or technologies are chosen for the long-term support of V2X
communications.
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